BOCTpI/IKOBa EneHa MopanncaHo undpoBo NOANUCHIO:
lOpbeBHa 3

HEOHCHKOBA

MHNOJIOXKXEHHUE
00 obecnevenun 6e30MACHOCTH ABTOMATH3HPOBAHHON HHPOPMALHOHHOH CHCTEMBI
MA/10Y aerckoro caga Ne 10 cesia Yenenckoro

1. Obwue nonoscenun

Hacrosinee Ilonoxenne onpenenser TpeGoBaHust 10  00ECreYeHMI0  OE30MacHOCTH
aBTOMAaTH3WPOBaHHOH MH(pOpPMaLMOHHO# cucTeMmsl (nanee - AUC) MAJIOVY nmerckoro cana Ne 10 cena
Yenenckoro (manee — Oneparop).

AUC npencrapnser cobor IT-cucremy, npenHasHa4YeHHYIO Ul ABTOMATM3ALMHM MPOLIECCOB
(bopmupoBanus, 06paboTkn ¥ aHanM3a WHGOPMALMU MO OCHOBHBIM HAIMPABIECHUSM AEATEIbHOCTH
Oneparopa.

OcHoBHBIMU (hyHKIIMOHATBHBIMH BO3MOXKHOCTAMH AMC Oneparopa sBiasioTcs:

¢ (QopmupoBanue, XpaHeHHE W OOHOBJIEHHE CBENECHWH O CTPYKType MOAPA3NEIECHMIA, rpynm
Onepatopa;

e (HopMHpOBaHHE, XpaHEHHE M OOHOBJICHHE CBEJCHHH O MEJarOrHYECKOM COCTABE M MHBIX
COTpYAHHUKaX nojpaszaeneHuiit Oneparopa;

* (opmupoBanue, XpaHeHHE M OOHOBICHHE CBENCHWH 00 HWHAMBHIAYalbHBIX IUIAHAX pPaGOTHI
MeJarorHyeckoro CocTana;

e (dopmupoBaHue, XpaHeHHE W OOHOBIEHWE CBEICHWM 00 yuyeOHOM MUJIAHE M MHBIX [UIAHAX
Onepatopa;

e (opmupoBaHue, XpaHEeHHE U OOHOBJICHHE CBEICHHI O HArpy3Ke MeIaroru4eckoro CocTana,;
(dopmupoBaHHe, XpaHEHHE U OOHOBIEHHWE CBEICHHMM O HAYYHOM M Y4eOHO-METOAMYECKOH
nuTepatype (METOAMYECKHE DPEKOMEHIALMH, y4deOHble nocoOus, MoHorpaduu, mnydauKaLmy,
UHOE), BKJII0Yas pa3paboTKU Meaaroruyeckoro CocTana;

e (dopmupoBaHue, XpaHeHHE W OOHOBIICHHE CBEIECHMH O BOCIHMTAHHMKAX M HMX 3aKOHHBIX
NpPEeACTaBUTENAX;

(bopmupoBanue, XpaHeHHEe U 0OHOBJICHUE CBEJICHHUH 0 pe3ybTaTaX 00pa30BaTeIbHOTO MPOLIECCa;
® aHanMTMYyeckas oOpaboTka MHPOpPMALIMK O POBEAECHHH 00Pa30BATENBHOTO MPOLIECCA.

B kauectBe nHdpopmaumu, nomekameit 3ammure B AUC Oneparopa, paccMaTpuBaroTC:

NEPCOHAJIbHBIE NaHHBIC NENArOrH4YECKOro CoCTaBa ¥ UHbIX COTPYAHUKOB,
TNEPCOHAJIbHBIC JaHHBIC BOCIIMTAHHUKOB, B TOM YHUCJIC U JaHHbIC 00 MX 3aKOHHBIX NpEACTABUTECIIAX,
NEPCOHAJIBHBIC NAaHHBIC COTPYIHHKOB aJIMHHHCTpaTPIBHO-XO3ﬂﬁCTBCHHle nonpa:menex—mﬁ.

[Ipu obecneyennn 0€30MaCHOCTH NEPCOHANBHBIX MAHHBIX B MH(OPMALMOHHONW CHCTEME
Onepatop pyKOBOACTBYETCS CIEAYIOLIMM: BbIOOP CPEACTB 3aWIMTHI MHODOPMALMM IS CHCTEMBI
3alUThl NEPCOHAJILHBIX NaHHBIX; OMPE/IE/ICHNE THNA Yrpo3 0e30MacHOCTH MEPCOHATBHBIX JaHHBIX,
aKTyaJIbHbIX /18 MH(YOPMALIHOHHOH CHCTEMBI; YCTAHOBJICHHE M 00€CNEYEHHE YPOBHS 3AIMINEHHOCTH
NEPCOHaNbHBIX B HH(MOPMALMOHHOH cucteMe mnpousBoautcess OnepatopoM B COOTBETCTBHH C
TpeboBanusiMu K 3alIMTE NMEPCOHANBHBIX JAHHBIX MPHU MX 00paboTKEe B MH(POPMALMOHHBIX CHCTEMAX
NEPCOHANIBHBIX JTAHHBIX, YTBEPXKAEHHBIX MOCTaHOBIEHUEM [IpaButensctBa PO ot 1 HOosOps 2012 r. N
1119.

OCHOBHBIMH TpyNNaMH Yrpo3, Ha MPOTUBOCTOSHUE KOTOPBHIM HAINpAaBJIEHBI LEAH W TpeOGoBaHHs
0€30MacHOCTH, SABJISIHOTCS:



® VyIpo3bl, CBSI3aHHBIC C OCYIIECTBICHHEM HECAaHKIIMOHWPOBAHHOTO IOCTYyNa (O3HAKOMIICHHS) C
uHpopMaluel, coaepxaiieil CBeCHNs O TePCOHANBHBIX JaHHBIX PAOOTHUKOB U BOCITUTAHHUKOB,
npu ee 00paboTKe U XPaHCHUH;

® Vyrpo3bl, CBA3aHHbIE C HECAHKIMOHUPOBAHHBIM KOMHMPOBAHUEM (XHUIIEHUEM) HWH(pOpPMAIIHH,
cozlepxcamef/'l CBCACHUA O ICPCOHAJIBHBIX TAHHBIX pa6OTHI/IKOB U BOCIIUTAHHUKOB,

e VYIpo3bl, CBSI3aHHBIC C OCYIIECTBICHHEM JOCTyNna K WHGOpPMAIMU, COJACPKAIIeH CBEICHHS O
NEPCOHAIBHBIX JTAHHBIX PAOOTHHKOB M BOCITUTAHHUKOB, 0€3 pa3pelleHus Ha TO €€ BIIaJeIbIla
(cyOBekTa nepCcoHaIbHbBIX JaHHBIX ),

® yIpO3bl, CBSA3aHHBIC C HAPYIICHUEM TOPSJIKA JOCTyNa K WH()OPMAIUK, CONEpIKaIIEH CBEICHUS O
NEPCOHANBHBIX JaHHBIX PAOOTHUKOB W BOCIIMTAHHHKOB, IE€peaBacMOi 3aMHTEPECOBAHHBIM
TUIaMm;

e yIpo3bl, CBSI3aHHBIC C TEPEXBaTOM WHGOPMAIMHU, COJCPKAIICH CBEIEHUS O IEPCOHAIBHBIX
JAHHBIX PAOOTHUKOB M BOCIIUTAHHUKOB, M3 KAaHAJIOB IEpeJadd JaHHBIX C HCIOJIb30BAHUEM
CIICHUAIM3UPOBAHHBIX ITPOTrPAMMHO-TCXHUYCCKUX CPECACTB,

® yIpO3bI, CBSI3aHHBIC C TIOTepel (yTpaToil) MHPOPMALIUK, COACPIKAIICH CBEICHHS O MEePCOHATBLHBIX
JAHHBIX pAaOOTHUKOB M BOCHUTAHHUKOB, BCIICACTBHE CcOOEB (OTKAa30B) MPOrPaMMHOTO U
arnmapaTHOro 00ecCIeueHus;

® VyIpo3bl, CBSI3aHHBIC C BHEJAPCHHEM KOMIIBIOTEPHBIX BHPYCOB H JPYroro BPEJOHOCHOTO
POTPaAaMMHOTO 00eCIICUeHUS;

®  yYIpo3bl, CBA3aHHbBIE C OCYLIECTBICHUEM HECAHKIMOHUPOBAHHBIX MH(DOPMALIMOHHBIX BO3JCHCTBUIM
(HampaBJICHHBIX Ha «OTKa3 B OOCIIY>)KHBaHUMWY VIS CEPBUCOB, MOIUPUKAIINIO KOHPHUTYPAIIHOHHBIX
JAHHBIX TPOTPaMMHO-ANIapaTHBIX CPEACTB, TOAO0p ayTeHTU(UKATUOHHONW HHPOPMALIUH H T.II.).

@yHKIMOHAIbHBIE TPEOOBaHUS 0€30I1aCHOCTH OXBAThIBAIOT:

TpeOOBaHUS K OCYIIECTBICHUIO ayuTa 0€30MaCHOCTH;

TpeOoBaHUS K 00ECIEUECHHUIO MOATMHHOCTH CyOheKTOB 0OMeHa nHpopManuei;

TpeOOBaHUS K KpUOTOrpaUUECKOM MOAIEPIKKE;

TpeOoBaHUS K 3amMTe HHGOpPMAIMM, COJAEpKalllel CBEACHHUS O TMEPCOHATBHBIX JAHHBIX
pabOTHUKOB M BOCIIMTAaHHHUKOB;

TpeOoBaHus K UACHTU(PUKAIIMY U ayTeHTU(UKauuu nosb3osareneit AUC;

e TpeOOBaHUS K YIPABICHHUIO OE30MaCHOCTHIO;

e TpeOOBaHUS K 3AIIUTE CUCTEMbI 0€30MaCHOCTH.

2. Ocnosnvie pynkyuonanwvhvie eo3moxcnocmu AUC, ceazannvie
¢ obecneuenuem 6e3onacnocmu (3auiumoii uHghopmayuu)

2.1. 3ammTa JaHHBIX MOJIL30BaTEJIs

AUC pomkHa OCYIIECTBISATh (PYHKIMH U TOIUTUKY H30MpaTeNnbHOro (JAUCKPEIMOHHOTO)
yIpaBieHus: 1ocTynoM. M30uparenbHoe ynpaBieHHEe JOCTYIIOM JOJKHO MPEA0CTaBIATh BOZMOXHOCTh
OTPaHWYMBATh M KOHTPOJUPOBATH AOCTYNl K CHCTeME M K HH(POpMAIUH, COJEpKallell CBEICHUS O
MePCOHAIIbHBIX TAHHBIX.

Kaxnprit [lonb3oBaTens, nbiTatomuiicss noayuuts goctyn k AVC, cHavana qoJKeH MpOXOAUTh
Mporenypy WACHTH(UKAINK W ayTeHTU(PUKAIMK, a 3aTEM, MPU TOMBITKAX IMOJyYeHUs JOCTyla K
aKTHBaM, — aBTOPU3AIIHIO, T.€. MPOBEPKY paszpemieHuil [lonp3oBaTens Mo OTHOMIEHUIO K KaKOMY-ITHOO
3aIUIIAEMOMY aKTHUBY.

B AUC nocryn k uHpOpMAUU AOHKEH OBITh pa3pelieH TOJbKO YIOJIHOMOYEHHBIM Ha 3TO
[Tonmp3oBarensm. Mogens 3anutel AVMC nomkHa BKITIOYATh KOMITOHEHTBI, KOTOpPBIE PEaTU3yIOT
KOHTPOJIb CyOBEKTOB JOCTyMa, JACWCTBUN, NPEANPUHUMAEMBIX KOHKPETHOW CYIIHOCTBIO IO
OTHOIIICHUIO K 00BEKTY JOCTYTIA.

Kaxapiit 00beKT moctyna, npeacraBieHHbiii B AUC, 1omkeH ObITh OJTHO3HAYHO aCCOIMUPOBAH C
HabopoM aTpuOyTOB OE30MACHOCTH, OMPEISISIONINX 0€30MaCHOCTh 3aluiaeMoro oobekTa. JlaHHbIi

HaOOp aTpuOyTOB MOJDKEH (POPMHUPOBATHCS MPHU CO3TAHUH O0OBEKTA U BIOCIEACTBUHA MOXKET MEHSTHCS.
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WN3meHenne ux 3HaYeHUW JOHKHO OBITH obecrieueHO TONBKO I[loip3oBaresnsiM, MMEIONMUM CTaTyC
BJIQJIeTIbIIa O0BEKTA, & TAKXKE CYOBEKTaM, KOTOPBIM MTPEIOCTABIICHBI COOTBETCTBYIOIINE MTOJIHOMOYHSI.

[IpaBa noctymna cyOBEKTOB K OOBEKTY OJIKHBI OMPEIEISITHCS MOCPEICTBOM CIUCKA YIPABICHUS
noctyrnoM. CHHCOK YINpaBlIEHUs] JOCTYIOM JIOJKEH BKJIIOYATh MEPEYEHb MOJIb30BaTelield, KOTOPhIM
pas3pelieH A0CTYI K 00bEKTY, a TakKe Ha0op JOMYCTUMBIX HaJl OOBEKTOM JEHCTBHIA.

2.2. AyauT coObITHI 0€301IACHOCTH

AUNC nomxnHa obecrieunBaTh HAOOp CPEACTB ayauTa, IMpeIHA3HAUYEHHBIX /IS MOHHUTOPHHTA
U OOHApY)KEHUs HEe)KEIaTeNbHBIX YCIOBHUIl, KOTOPbIE MOTYT BO3HUKHYTh, a TaK:Ke COOBITHIl, KOTOPbIE
MOTYT TIPOU3OHTH B cHCTeMe. MOHUTOPHHT OTHOCSIIUXCA K O€30MacHOCTH COOBITUH JIOJIKEH
MO3BOJIATh ~ OOHApY)XMBaThb  HapyluTenell  Oe30MacHOCTH,  a TakKe  BBIABISTH  MOMBITKU
HecaHKIMOHUpoBaHHOTO noctyna K AVC mnm poctyna K 3amuiiaemoi mHGpopmanuu. B wactHocTH,
omnpenenss MOJIUTUKY ayIuTa, YIOJIHOMOYEHHbIH agMuHucTpatop AVUC noikeH uMeTh BO3MOXKHOCTD
OCYIIECTBIISITh AYAUT TOJBKO HEOOXOIUMBIX THUIIOB COOBITUH OE30MACHOCTH, TAaKUX KaK HEYIauyHbIE
MONBITKU TOJKIIFOUeHHs mosb3oBarenel kK AVC. 3anucek pe3yabTaToB ayiuTa COOBITHH 0€30IaCHOCTH
JIOJKHA OCYILECTBIISTHCS B XKYpPHAJIbl PETUCTPALUU COOBITHM ayAuTa, JOCTYI K KOTOPOMY JIOJIKEH
OBITh paspelieH TOJIbKO yHoidHoMo4deHHOMY aamunuctpatropy AUWC. Ilpocmorp KkypHaioB
peructpali  COOBITHM ayauTa JIOJDKEH BBINIOJIHAETCS C  Hcnosb3oBaHueM cpeacts  ANC
(crienManu3upOBaHHBIX WHCTPYMEHTAJIbHBIX CpeACTB). JlaHHBIE CpeACTBa JOJDKHBI MPEAOCTABISTH
BO3MO>XHOCTh MOHUTOPHHIA U PETUCTPALMU TOJIBKO TEX COOBITUH ayAWuTa, KOTOPbIE yIOBJIETBOPSIOT
3aJaHHBIM KPHUTEPHUSM, UYTO TMO3BOJIUT OrPAaHUYUTH OOBEM JAHHBIX, COOHMpAEMBIX O COOBITHUAX
0€30MacHOCTH.

2.3. UnenTudukanms u ayreHTU(PUKAIHSA

ANC nomxHa TpebOBaTh, YTOOBI BCE CYOBEKTHI JOCTYNAa YHUKAJIbHO HMJICHTU(PULIUPOBAIUCH U
ayreHTHu(umpoBanucy npu goctyne k AWC ¢ momompio BBOJAa HIACHTU(UKATOpPA W IAPOJIL.
Wnentudukanys U ayTeHTU(UKALMS JTOJKHBI OCYILECTBIIATHCS /10 BBINOJIHEHUS CYOBEKTOM JIOCTYIa
Kakux-muoo neiicteuit. AUC nomwkHa moanepkuBarh ayreHTHUKanuio [lonp3oBarteneii BMecTe ¢ ux
aBropusauuen. IIpenycmarpusaercs, 4ro aBropu3auus Ilosnb3oBareneil NpencTaBiIsieT HadaJbHbBIN
YPOBEHB JJIsl Pa3peLIeHHs] TOCTyIa K JIOKaJIbHBIM U CETEBBIM PECYpCaM.

ANC nomxHa obOecrieuuBaTh XpaHeHUe Maposei B mpeoOpazoBaHHoM ¢opmare. AUC nomkHa
IPEJOCTABIIATh CPEIACTBA YCWIIEHUS O€30MacCHOCTH MapoJiell 4epe3 HCIOIb30BAHUE MEXaHU3MOB,
MO3BOJISIOIINX OMPEASIUTh MUHUMAIBHYIO JJIUHY, BpeMs JeicTBUS (MUHMMAaJIbHOE U MaKCUMAaJIbHOE),
3a/1aTh TpeOOBaHNE YHUKAIBHOCTH (HEMTOBTOPSEMOCTH) M BPEMS CMEHBI MTapOoJIsl.

ANC nomkHa NperocTaBiIsITh MEXaHU3M OJOKMPOBAaHUS YUETHOM 3aluCH MOJb30BaTeNsl MOCIie
OTPEIEIEHHOr0 KOJIMYECTBA MOMBITOK BBOJA HENPABUIHLHOIO MMEHU W/MIIM MapoJisl MOJIb30BaTENs /10
ee pa3biokupoBanus armMuHHcTparopoM AVC uiam mo ucTeyeHUH BpeMEHU JIeHCTBHUS, 3alaHHOTO JUIs
CYeTYMKa OJIOKHPOBKHU.

2.4. 3amura cucreMbl 0€30M1aCHOCTH

ANC nomkHa MpeaoCTaBIATh pPSJl BO3MOXKHOCTEH sl OOecredeHus: 3alluThl CHCTEMBI
6e3omacHoCTH. M30541Ks POLIECCOB U MOAJIEPKaHUs TOMeHa 0e30M1acHOCTH JIOJIKHBI 00ecreuynBaTh
6e3omacHoe BeImosiHeHHe (GyHKIuMI cucremsl Oe3omacHocTH AVIC. B03MOXHOCTB OCYIIECTBICHHUS
NepUOANYECKOro TecTupoBaHus cpeabl ¢pyHkuonupoanus AVIC (anmapaTHoi 4acTu) U COOCTBEHHO
camux (yHkuMi cuctembl 6e3onacHocTh AMC nomkHO obecnednBaTh MOJAEpP)KaHUE YBEPEHHOCTHU
aamuauctpatopa AMC B LETOCTHOCTH U KOPPEKTHOCTU (YHKIIMOHUPOBAHUSA (DYHKIUH CHCTEMBI
0€30MacHOCTH.

3. OcHosnble hyHKUYUOHAIbHBIE 603MONHCHOCHU NOGBIULEHUA HAOEIHCHOCU

ANC nomxHa o0ecrieynBaTh HAJSKHYIO 3alIUTY JaHHBIX OT HENMPEIBUIECHHBIX COOEB UM OTKA30B

CUCTEMBI, 00ecreunBas Cie1yole BO3MOKXHOCTH 110 MOBBIICHUIO HA/IEKHOCTH.

3.1. Pe3epBHOE KONMPOBaHME JAHHBIX
B AUC pomkHBl BXOOUTH CTAHJAPTHBIE CpPEACTBA MNPEAOTBpAILEHUS IOTEPU AAHHBIX U HX
BOCCTaHOBJIEHHUs B Cllydyae BO3MOXKHBIX cOoeB. MMmerommecs cpeacTBa pe3epBHOTO KOIMUPOBAHMS
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JOJKHBI TpeAocTaBiIsaTh [lonb30BaTensiM BO3MOXHOCTh BBIOOpA pa3IUYHBIX CTPAaTErwili pe3epBHOTO
KOMUPOBaHUsI, 00ECIIEYNBAIOIINX HEOOXOIMMBIN YPOBEHb 3alIUTHI JAHHBIX B CIy4ae BOSHUKHOBEHHS
cboeB B pabore cuctembl, mnpu 3ToM llomp3oBaTensM JOHKHA MPENOCTABIATHCS BO3MOXKHOCTH
BBITIOJIHEHHS PE3EPBHOTO KOMMPOBAHUS JAHHBIX HA HEChbEMHbBIE U ChEMHBIE YCTPOMCTBA XPAHEHUS.

3.2. BoccTaHOBJIEHHE CHCTEMBI

OYHKIMOHATBHBIE BO3MOXXHOCTH BOCCTAHOBJICHHS CHCTEMbI JOJDKHBI IO3BOJIATH BO3BpAIIATh
AUC B cocrosinue, npenmectBytomiee co6oro. [Ipu atom B AVIC He MOMKHO MPOUCXOIUTH MOTEPH
(1160 moTepHu AOKHBI OBITh MUHUMAJIbHBI) U UCKKCHHSI TaHHBIX.

3.3. CpeacTBa agMHMHUCTPUPOBAHUSA, YIIPABJIEHHUS U MOLAEPKKH

B cocraB AVC nomkHBI OBITh MHTETPUPOBAHBI TpadUUuECKUE CPEICTBAa AJIMUHUCTPHPOBAHUS
W/AM YTWIMTBl KOMAaHJIHOW CTPOKH, oOecnednBaromue 3Pp¢heKTHBHOE MOJIHOMACIITaOHOE M THOKOE
ylpaBjeHHUE (B TOM YUCIIE€ MOHUTOPHHT).

4. Cpeoa oe3zonacnocmu AHC
4.1. Moaeau yrpos, xapakrepubie 1js1t AUC

4.1.1. OcymiecTBieHHE HECAHKIIMOHUPOBAHHOTO O3HAKOMJICHHSI C MEPCOHAIBHBIMH JIaHHBIMHU
PabOTHUKOB U BOCIIUTAHHUKOB.

HcTounnku yrpo3bl — BHEUTHU 310 yMBIIITICHHUK.

Cnoco0 (MeTo) peajn3anuu yrpo3sl — repexpar HHPOpPMAIMK U3 KaHAJIOB MepeIad JaHHBIX C
HCIOJIb30BaHUEM CHEIIMATU3UPOBAHHBIX TPOTPAMMHO-TEXHUYECKUX CPEJICTB.

Hcnonb3yemble yA3BUMOCTH — BO3MOXHbBIE HEJOCTaTKU MEXAHU3MOB 3aIUTHI HH(OPMALIUU TIPU
ee mepefaue Mo KaHalaM Iepeladyd JaHHbBIX, CBA3aHHBIE C BO3MOKHOCTHIO HECAHKIIMOHUPOBAHHOTO
03HAKOMJICHUS C IepeaBaeMoil nHGopMaIien TpeThbHX JINI.

Bux wundopManuu, NOTEHNHAJIbHO TMOJBEP:KEHHOH Yrpo3e — TEPCOHAIBHBIE JaHHbBIC
pabOTHUKOB ¥ BOCITUTAHHUKOB.

Hapymaemoe cBoiicTBO 0€301aCHOCTH — KOHPUACHITUATHHOCTD.

Bo3MokHbIE TOC/TEICTBMS peaqu3alMM Yrpo3bl — HaHECEHHs MOpPaJIbHOIO  W/WIN
MaTepuaibHOro yimepba nuny, ¢urypupyromemMy B nepexBauyeHHOW uHpopManuu. Hanecenue
KOCBEHHOT'O MaTepUaAJIbLHOTO ylepoa 00pa3oBaTeIbHOMY YUPEXKIECHHIO.

4.1.2. OcymiecTBiIeHHNE HECAHKIIMOHHUPOBAHHOTO O3HAKOMJICHUS C TIEPCOHAJIBHBIMU JIAaHHBIMU
pabOTHUKOB M BOCIIMTAHHUKOB U X MOAM(UKaLUs (B TOM YHCIIE MOJIMEHA).

HcTouHMKH YIPo3bl — BHEIIHUN 3JI0YMBIIIICHHUK.

Cnoco6 (MeTon) peau3aumy yrpo3bl — IiepexBar HH(GOpPMAIMK U3 KaHAJIOB Mepelaul JaHHBIX C
MCIIOJIb30BAaHUEM CIIELUATM3UPOBAHHBIX MPOTPAMMHO-TEXHUUYECKUX CPENCTB; Moaudukanus (B TOM
qucie MoJIMEeHa) MepexBayeHHOM nH(popMalMK U HaBA3bIBaHHUE JOXKHON HH(OpPMAIIHH.

Hcnonb3yemble yA3BUMOCTH — HEJIOCTATKM MEXaHU3MOB 3aIIUThl HHPOPMAIUHU IIPU €€ nepeaaye
[0 KaHaJlaM TepeJadu JIaHHBIX, CBA3aHHBIE C BO3MOXXHOCThIO HECAaHKI[MOHUPOBAHHOTO O3HAKOMJICHHUS
U MouuKauy (B TOM 4Kciie TOJMEHBI) epeaaBaeMoi HH(OpMaLnu.

Bux wuHpopManuu, NOTEHUHAJIBHO TMOABEP:KEHHOW YIpo3e — IIEPCOHAIbHBIE JaHHbIE
pabOTHUKOB ¥ BOCITUTAHHUKOB.

Hapymaemble cBoiicTBa 6€30MacCHOCTH — KOH(PHICHIIMATBHOCTb, IIEIOCTHOCTb.

Bo3mo:xkHble moOCJHeICTBUS peaju3allid  Yrpo3bl — HAHECEHUS MOPAIbHOIO  W/WUIH
MaTepuajgbHOro ymepba My, ¢GUrypupymomeMy B IE€pexBaueHHOW HMHQOpMaLMU  H3-3a
HECaHKIMOHMPOBAHHOT'O PACKPBITUS KOH(QUICHIHMATbHOM WHGOPMAlMU WM PaclpOCTPaHEHUs
pPAacKpBITBIX  JaHHBIX. HaHeceHme  KOCBEHHOrO  MaTepHajJbHOro  ymiepba  JOMIKOJIbHOMY
00pa30BaTeIbHOMY YUPEXKIEHUIO.

4.1.3. HapymeHue IOCTYIHOCTH, yTpaTa WM HCKQXEHUE NPEAOCTABISEMBIX IEPCOHAIBHBIX
JIAHHBIX PAaOOTHUKOB U BOCIUTAHHUKOB BCIIEJCTBHE COOEB (OTKA30B) MPOrPaMMHOTO M ammapaTHOTO
o0ecreyeHusl.

HcTounnkm yrpossl — mporpaMMHOE U annapaTHoe oOecreyeHue.

Cnoco0 (Meroa) peanu3anmum yrpo3bl — cbou (0TKa3bl) MPOTPAMMHOTO M aNMapaTHOTO
obecrieyeHus.
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Hcnoab3yemble ysI3BUMOCTH — HEIOCTaTKH MEXaHU3MOB O0ECIEUEeHUs TOCTYIIHOCTU TpeOyeMoi
uHpOpPMAlLIUY, CBSI3aHHbIE C BO3MOXHOCTBIO OJOKMpPOBAaHUSI TpENOCTaBIeHUs WHPOpMAUU Ha
HEZIOIIyCTUMOE BPEM.

Bux uHpopManuu, NOTEHUHAJIBHO IOJABEP:KEHHOW YIpo3e — IE€PCOHAIbHBIE JaHHbIE
pabOTHUKOB U BOCIIUTAHHUKOB.

Hapymaemoe cBoiicTBO 0€301aCHOCTH — IOCTYIIHOCTb, JOCTOBEPHOCTb.

Bo3MokHBIE MOCJIEACTBUS pealu3aluy Yrpo3bl — HapyLIEHHE CO CTOPOHBI 00pa30BaTEIbHOIO
YUPEKACHUSI B3ATHIX Ha cedst 00s3aTeNbCTB MO 00pabOTKE MEPCOHATIBHBIX ITAHHBIX PAOOTHHUKOB H
BOCIIUTAHHUKOB M MOXET IPUBECTH K MpPSIMOMY WJIM KOCBEHHOMY MaTepHaIbHOMY YyIepOy
JOUIKOJILHOMY 00pa30BaTEIbHOMY YUPEKICHHIO.

4.1.4. HapymeHue coriacoBaHHOCTH JAHHBIX B IE€PCOHAJIBHBIX JaHHBIX pPAOOTHUKOB U
BOCIIUTAaHHUKOB BCIIEACTBUE COOEB (OTKA30B) MPOTPaMMHOIO M amlIapaTHOTO OOECHEeUeHHs, a TaKKe
OLIMOOK IepCcoHaa JA0IIKOIBHOTO 00pa30BaTENbHOIO YUPEKACHHUS.

Hcrouynuku yrpo3pl — mporpaMMHOE M ammapaTtHoe oOecleyeHue, MepCcoHall JOMIKOIHHOTO
00pa30BaTEILHOTO YUPEKACHUS.

Cnoco0 (MeTox) peaju3anuu yrpo3bl — cOOu (OTKa3bl) MPOTPAMMHOTO OOECTICUEHUSI U OLTHOKHU
HEepCoHaa JOMIKOIBHOI0 00pa30BaTeIbHOI0 YUPEHKICHHUS.

Hcnonb3yemble ysI3BUMOCTH — HEIOCTATKH MEXaHU3MOB 00€CIIEUYEHNS COTJIACOBAHHOCTH JJAHHBIX
B b/] AUC, cBsi3aHHBIE C BOBMOXHOCTBIO HAPYIIEHHS COTJIACOBAHHOCTH.

Bux unHpopManuu, NOTEHUHAJIbHO TMOJBEPKEHHOH Yrpo3e — IIE€PCOHAIbHbIE JaHHbIC
pabOTHUKOB U BOCIIUTAHHUKOB.

Hapymaemble cBoiicTBa 0€30IaCHOCTH AKTHBOB — JIOCTOBEPHOCTD, LIEJIOCTHOCTb.

Bo3mo:xkHbIe MOC/IEICTBUS PeaIM3alMi YIPo3bl — PaccorilacOBaHUE B MEPCOHAIBHBIX JaHHBIX
PpabOTHUKOB U BOCIIUTaHHUKOB, XpaHUMbIX B B/] AVC, uro, B cBOIO 04epesib, IPUBEIET K BOZMOKHOMY
HaHECEHUs] MOPAJbHOI'O W/WIM MaTepUalbHOro ymepba JOUIKOJbHOMY 00pa3oBaTeIbHOMY
YUPEXKIEHUIO.

4.1.5. OcyuiecTBieHHe A0CTyna (O3HAKOMJIEHHUS) C MEPCOHAIBHBIMU JaHHBIMH BOCHUTAHHUKA,
XpaHuMbIMH 1 0OpabaTeiBaeMbiMi B AVIC, 6e3 cornacus cyObeKTa MepcoOHANBHBIX JaHHBIX (3aKOHHOTO
NPEICTAaBUTENIS) UM OKOHYaHMSI CPOKA IEHCTBHSI TAKOT'O COTJIACHS.

Hcrounnkm yrposnl — yrnoJHOMOYEHHBIE Ha JOCTYIl K MEPCOHAIbHBIM JIaHHBIM BHYTPEHHUE U
BHEIIHHE 10JIb30BATEIIH.

Cnoco0 (MeToa) peanu3aluM yYrpo3bl — OCYIIECTBJIEHHE JIOCTYNA K IMEPCOHAIbHBIM JIaHHBIM
BOCIIMTAHHUKOB C MCIOJb30BAaHUEM IITATHBIX CPEJACTB, MPEAOCTABISIEMBIX IIPOrPAMMHO-ANIAPATHBIM
obecneuennem ANC.

Hcnonb3yemble ysi3BUMOCTH — HEIOCTATKM MEXAHW3MOB 3alUThl NEPCOHAIBHBIX JaHHBIX
oOyuJarolerocs, CBsi3aHHbIE C BO3MOXKHOCTBIO JIOCTYIIa K HUM 0€3 MUCBbMEHHOTO corjiacusi cyObeKTa
NEPCOHAIBHBIX JaHHBIX MJIU I10CJIE OKOHYAHUS CPOKA €ro AEUCTBHS.

Bux wunHpopManuu, NOTEHHHAJIbHO TMOJBEP:KEHHOW Yrpo3e — TIE€PCOHAIbHBIE JaHHbIE
BOCIIUTAHHUKOB.

Hapymaembie cBoiicTBa 0€3011aCHOCTH — KOHPUACHITUATHHOCTD.

Bo3mo:xkHbIE TOCTEACTBUSL peau3allid yIrpo3bl — HECAHKIMOHMPOBAHHOE O3HAKOMIJIEHHE C
NEPCOHAIBHBIMU JaHHBIMH BeIeT K HAHECEHHWI0O MOPAJIbHOIO W/WIM MaTepualbHOro yiepoa
oOyyaromemMycsl U3-3a HECAaHKLIIMOHUPOBAHHOT'O PACKPHITHSI KOHPHUACHIINATLHON HHOpMAIIH.

4.1.6. Buenpenue B WHPOPMANMOHHYIO CHCTEMY OO0pa30BaTEIbHOTO YUPEKICHHUS BHPYCOB H
JPYroro BpeJI0HOCHOT'O MPOTPaMMHOT0 00ecrieueH s MpH B3aUMOCHCTBUH C BHEIIHUMHU CUCTEMaMH, a
TaK>Ke MOJIb30BATESIMU C HOCUTENEeH MH(POPMAILIMH, UCIIOJIb3YEMbIX Ha aBTOMaTH3UPOBAHHBIX pabounx
MecTax.

HMcTounnkm yrpossl — BHyTpEHHHUE MOJIb30BATENU U MEPCOHAN JIOMIKOIBHOIO 00pa30BaTeIbHOTO
YUPEXKJIEHUS, BHEIIHUE CUCTEMBI.

Cnocod (Meroa) peanu3auMu Yrpo3bl — BHEAPEHHE BHUPYCOB W JIPYTOrO BPEIOHOCHOTO
IPOTPaMMHOT0 OOECTeYeHHs NpU B3aMMOACHUCTBUM C BHEIIHUMH cucteMamu (QaiinoBbiii oOMeH,
AIIEKTPOHHAs] MOYTa U T.I.), @ TaKXe MPU HUCIHOJIb30BAaHUM CHEMHBIX HOCHTENEH HHpopManuu Ha
aBTOMATH3UPOBAHHBIX pabOUYHUX MECTax.

Hcnonb3yemble ySI3BUMOCTH — HEJAOCTAaTKM MEXAHM3MOB 3aIUTHl MHPOPMAIIMOHHON CHCTEMBI

00pa30BaTENLHOTO YUPEkKACHUS OT BHEAPEHHUS BUPYCOB W JAPYroro BPEAOHOCHOTO MPOrPaMMHOTO
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o0OecrieyeHus, CBsSI3aHHbIE C BO3MOXHOCTHIO BHEIPEHHS BUPYCOB U JAPYroro BPeIOHOCHOTO
IPOTPaMMHOTO 00ECTIeUCHHS.

Bua wnHdopManuu, NMOTEHUMAJIbHO IOJBEPKEHHOH Yrpo3e — MporpaMMHOE oOecreueHne
UH(POPMALIMOHHON CUCTEMBI JOUIKOJIBLHOTO 00Pa30BaTEILHOTO YUPEKACHUS.

Hapymaemoe cBOMCTBO 0€30MIACHOCTH AKTHUBOB — I1€JIOCTHOCT.

Bo3MoskHbIe MOC/IeICTBHS PeajM3allid YIpPo3bl — HapyIICHHE PEXUMOB (YHKIMOHHPOBAHUS
MH(OPMALIMOHHONW CHCTEMbl O00pa30BaTEIbHOrO YUpEeXKIEHHUs, moreps (yrpaTa) U HUCKaKEHHUE
uHpOpPMaLlUK, CHIDKEHHE YPOBHS 3allUIICHHOCTH WH(POPMAIMOHHON CHCTEMBI JIOIIKOJIBHOTO
00pa30oBaTeNbHOTO YyUpexAeHUs. BeneT K BO3MOXHOMY MaTepuUalbHOMY YIIEpOYy JOUIKOJIBHOTO
00pa30BaTENIbHOTO YUPEKIACHHUS.

4.1.7. OcymiecTBiaeHne HECAaHKIIMOHUPOBAHHBIX MH(OPMAIMOHHBIX BO3JIEHCTBHHA (MOAMBUKAIUS
KOH(HUTypallMOHHBIX JaHHBIX IMPOTPAMMHO-AMNIMAPATHBIX CPEICTB, MOAOOp ayTeHTH(PHUKAIMOHHOM
uH(pOpMallMK U T.N.) HA UH(POPMALMOHHYIO CUCTEMY JIOIIKOJILHOTO 00pa3oBaTEeNbHOTO YUPEKICHUS,
OCYILIECTBJISIEMBIX U3 BHELUTHUX CUCTEM.

HcTouyHMKH YyTpo3bl — BHEIIHHUE 3JI0YMBIIIICHHUKH, BHEIIHUE CUCTEMBI.

Cnoco6 (MeToa) peajM3aluu Yrpo3bl — HECAHKIIMOHUPOBAHHBIE HH(POPMAITMOHHBIE BO3ACHCTBUS
C UCIOJIB30BAaHUEM CIIEUATH3UPOBAHHOTO MPOTPAMMHO-ANIapaTHOTO 00eCTIeUYeHUsI.

Hcnoab3yemble YA3BUMOCTH — HEAOCTATKH MEXAaHW3MOB 3aIIUTHI WH(POPMAIMOHHON CHCTEMBI
JOIIKOJIBHOTO 00pa30BaTeNIbHOTO YUPEKACHHS OT HECAHKIIMOHUPOBAHHBIX BHEIITHUX BO3JCHCTBHIA.

Bux wuHdopmanuu, NOTEHHIMAJBHO IOJABEPKEHHOH Yrpo3e — IIPOrpaMMHO-aIapaTHOE
obecrnieueHre HHHOPMAIMOHHON CUCTEMBI IOIIKOJILHOTO 00pa30BaTENIbHOTO YUPEIKICHHUSL.

Hapymaemble cBoiicTBa 0€301aCHOCTH AKTHBOB — KOH(QUACHIINATIbHOCTD, 1IEJIOCTHOCTD.

Bo3mo:xHbIe MocC/IeCTBUSI peaau3aluu yrpo3bl — HapylIeHHE PEKUMOB (DYHKIHOHUPOBAHUS
MH(OPMALIMOHHON CHCTEMBI JIOIIKOJBHOTO OO0pa30BaTEIbHOIO YUPEXKJIEHUS, CHI)KEHUE YPOBHS
3alIUIIEHHOCTH UH(POPMAIIMOHHON CHCTEMBI JAOUIKOJIBHOTO 00pa30oBaTeNbHOTO yupexkaeHus. BeneT k
BO3MOXHOMY MaTepHaIbHOMY yIIepOy.

4.2. IloautHka " nen 6e3onacHocTu 1 AUC
AWC nomxHa o0ecrieuuTh CIeI0BaHNE MPUBEICHHBIM HIUKE TTpaBUiIaM 0€30MacHOCTH:

1. Jomxna ObITH OOecriedeHa PerucTpalus U y4deT MOJydeHHs (BKJIIOYas yKa3aHHe CPOKa JCHCTBHS)
coriacus 3aKOHHOTO TIPEJCTaBUTENsI BOCIHTAHHWKA Ha OOpabOTKY IpPEAOCTaBICHHBIX HM B
JIOIIIKOJIbHOE 00pa30BaTeIbHOE YUPEKICHUE TEPCOHATBHBIX TaHHBIX.

2. JlomxHa OBITH oOOecriedeHa BO3MOXKHOCTh HAJCKHOTO XPAHCHUS TEPCOHATBHBIX JTaHHBIX
pabOTHUKOB M BOCIHTAHHUKOB (B T€UEHHE ICHCTBHS CpOKa TPYJOBOTO JOTOBOpA U pa3perieHUs
(cornmacusi) Ha 00pabOTKyY MEPCOHATBHBIX JAHHBIX COOTBETCTBEHHO).

3. JlomxHa ObITh oOecrieueHa BO3MOXKHOCTH Oe3omacHoro BoccTaHoBieHus AWMC mocne cOboeB u
OTKa30B MPOTPaMMHOI0 00eCTICUeHUsI K 000pPYI0BaHHUS.

4. JlomwkHa ObITh oOecreueHa 3amUTa HWHGOPMAIMU, COCTABISIONIEH MEpCOHANbHBIE JIaHHbBIE
pabOTHUKOB M BOCIIUTAHHUKOB, MPHU €€ 00pabOTKe, XpaHEHUH U Tiepeaade CreluaIn3upoOBaHHbBIMU
CpeICcTBaMU 3aILUTHI.

5. JlomkHO OBITH OOECIEYeHO HAJWYHMe HAJJICKAIIUX, 3alIUIICHHBIX OT HECAHKIMOHHUPOBAHHOTO
WCIIONIb30BaHUs, MEXaHU3MOB PETUCTpAllMU U mpeaynpexaeHus aamuauctparopa AVC o mro0bix
coOBITHSIX, OTHOCAIIUXCS K 0e3omacuoct AUC.

6. JlomxHO OBITH OOecreYeHO HaaM4Khe HAUICKANINX U KOPPEKTHO (PYHKIIMOHUPYIOMIMX CPEACTB
aIMUHUCTPUPOBAHKS 0€30MacCHOCTH WH(POPMAIIMOHHON CHCTEMBI JIOITKOJIHLHOTO 00pa30BaTeIbHOTO
YUPEXKIEHUS, TOCTYITHBIX TOJIHKO YITOJIHOMOYEHHBIM aJIMUHUCTPATOPAM.

7. JlomxHbl OBITH NPEAOCTABIECHBI MEXaHU3Mbl ayTeHTHU(]UKAIMK, 00eCHeuMBaIOIINE a/JeKBaTHYIO
3alIUTy OT MPSMOTO WU YMBINUJICHHOTO HApYIICHHS O€30MacHOCTH HAPYIIUTENSIMU C HHU3KUM
MOTEHIMAIOM HamaJ CHHUS.

8. JomxHbl OBITH OOecreueHbl MEXaHW3Mbl TEHEpaluH, HAANSKANEro U  3al[UIIEHHOTO
pacnpeneneHus, YHUYTOXEHUs KIIOYeBOM HMH(POpMAlUM, a Tak)Ke MEXaHU3Mbl IHUGPOBaHUS, U
dbopMupoBaHHUS ~ JNMEKTPOHHON  1udpoBod  moamucu. JlaHHBIE  MEXaHU3MBI  JOJIKHBI
(YHKIIMOHUPOBATH B COOTBETCTBUU C CEPTUPHUITUPOBAHHBIMH AJITOPUTMAMH.
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4.3. IloruTnka ¥ Besn 0e30MacHoCTH 1A cpeabl GyHknuonuposanusa AUC

Cpena ¢yakinuonupoBanuss AMC momxkHa 00eCnednTh CIEOBAaHWE MPHUBEIACHHBIM HHUXKE

npaBuamM 0€30MacHOCTH:

1.

Jomxkna ObITh oOOecreyeHa HWHKEHEPHO-TEXHUYECKash YKPEIUIEHHOCTh OOBEKTOB pa3MEICHHS
CUCTeMbl 00pabOTKH, XpaHeHHs U Tnepenaud HWHGOpPMAIUHU, COJAEp)Kalle CBEACHUS O
NEPCOHAIBHBIX JaHHbIX.

OOBeKThl pa3MellleHuss CUCTeMbl 00pabOTKU, XpaHEHHs W IMepeaadyu MHPopMaIuH, coaepKaiien
CBEICHUS O TIEPCOHAIBHBIX JIAHHBIX, JOJDKHBI OBITh 0O0OpPYIOBaHBI CHCTEMOW OXpPaHHOU
CUTHAJIM3al1U.

JlomwkHa OBITh HMCKIIIOYEHA BO3MOXKHOCTH HECAHKIIMOHMPOBAHHOTO (DM3UYECKOrO JOCTyna K
IPOrpaMMHO-AIIAPATHBIM AJIEMEHTAM CHUCTEMbl 00pabOTKU, XpaHEHUs U Nepenayd HHPopMallii,
CoJIeprKalleil CBeJIEHUs O EPCOHAIBbHBIX JAHHBIX, CO CTOPOHBI IOCTOPOHHUX JIULI.

Ha o0GbexTax cuctembl 00pabOTKH, XpaHEHHs U Nepeaayn nHGopMaluu, cojepKalleil CBeeHus o
NEPCOHANBHBIX JAaHHBIX, JOJDKHO OBITh OOECHEeYeHO HaJMYue M HaJUIeXkallee HCIOJIb30BaHUE
CPEACTB aHTUBUPYCHOH 3aIlUThI, cepTU(UIMPOBAHHBIX 110 TpeboBaHUsIM Oe3zomacHocTH. J0KHO
OBITH 0OECIIEUeHO PerysipHOe OOHOBIICHHE aHTHUBUPYCHBIX 0a3.

OOmbexThl cucteMbl 00pabOTKM, XpaHEHMs M Iepenaud MH(opManuu, coaepskalieil CBEICHUS O
NEPCOHANBHBIX JAHHBIX, JOJDKHO OBITh TIOJKITFOUEHB! K BHEITHUM BBIYMCIUTEIBHBIM CETSIM O0IIEro
HOJb30BaHUSA C MHCIOJIb30BAHMEM HAMISKAIIUX CPEICTB MEXKCETEBOrO 3KpaHUpPOBaHUS,
cepTUULIUPOBAHHBIX M0 TPeOOBAHUAM 0€30MaCHOCTH.

Ha o0ObexTax cuctembl 00pabOTKM, XpaHEHHs U Nepeaayd nHpopMaluu, cojepKalleil cBeeHus o
NEPCOHANBHBIX JAHHBIX, JOJKHO OBITh 00ECIEYeHO OTCYTCTBHE HEINTAaTHBIX MPOrPaMMHBIX
CpeACTB, HE HUMEIOIIUX OTHOUIEHHE K Mpoueccy (YHKIMOHUPOBAHMS  JIOIIKOJIBHOTO
00pa30BaTENbHOTO YUPEKIACHHUS.

JomkHpl ObITh OOEcCHeueHbl YCTAHOBKA, KOH(QUIYpUPOBAaHHE M YIpPaBIEHHE IPOrpaMMHO-
anmapatHbiMu cpenctBamMu AIC B COOTBETCTBHHM C PYKOBOJCTBAMH M COTJIACHO OILICHEHHBIM
KOH(UTypaLusM.

[lepconan, orBercTBeHHBINM 3a agmuHucTpupoBanue AWC, nomxeH ObITh OJaroHaJeKHbIM U
KOMIIETEHTHBIM, U PyKOBO/ICTBOBATHCS B CBOEH JIEATEILHOCTH COOTBETCTBYIOIIEH TOKyMEHTAIUEH.

YnonHomoueHHsle Ha pabory ¢ AMWC oneparopbl JOJMKHBI OBITH  OJIarOHAJEKHBIMH,
PYKOBOJICTBOBAaThCSI B CBOeH paboTe »HKCIUTyaTalMOHHOM mJokymeHTtanued Ha AMWC, a wux
COBMECTHBIE JICHCTBUS MOJDKHBI OBITh HAIPABICHBI HCKIIOYUTEIHHO Ha BBINIOJTHEHHUE CBOHMX
(GYHKLIMOHATIBHBIX 0053aHHOCTEH.
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